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https://www.ncsc.gov.uk/files/Cyber_threat_report-UK-charity-sector.pdf

There are 200,000 charities registered in the UK with a combined annual income of £100 bn. 
In England and Wales alone over a million people are employed in the charity sector with 
over 5 million volunteers.

A survey by the Governments Department for Digital, Culture, Media & Sport published in 
2022  showed that 30% of UK charities identified a cyber attack in the last 12 months. Of 
those attacks, 38% had an impact on the service with 19% “resulting in a negative 
outcome”.

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2022

Average estimated cost of all cyber attacks in the last 12 months of £4,200



Why is the charity sector particularly vulnerable. 

Charities may feel reluctant to spend resources, money, oversight and 
staff effort on enhancing cyber security rather than on front line 
charitable work

Charities are more likely to rely on staff using personal IT (Bring Your 
Own Device) which is less easy to secure and manage then centrally 
issued IT

Charities have a high volume of staff who work part time, including 
volunteers, and so might have less capacity to absorb security 
procedures



Threat Report - https://decoded.avast.io/threatresearch/avast-
q2-2023-threat-report/

Cyber Threat activity at its highest 
point in 3 years,  rising by 13% QonQ

Dramatic surge in social engineering 
and web-related threats, such as 
scams, phishing, and malvertising.

These threats accounted for more 
than 75% of our overall detections

Scams contributing to 51% ot total 
detections



Where to start

Backup your data

Identify data you need 
to back up, keeping it 
separate from your 
computer. Make backup 
part of your everyday 
procedures. 

Malware Protection

Ensure Antivirus on all 
computers 
Don’t install 
applications from 
unknown 
vendors/sources

Patching

Make sure Operating 
Systems and software 
is up to date. Set to 
automatic update

Passwords

Use strong / complex 
PIN or password. 
Use 2FA if available. 
Change default 
passwords.
Consider Password 
Manager. 

Avast HackCheckhttps://www.ncsc.gov.uk/files/Charity-Guide-v3.pdf





Avast Solutions available through Charity Digital

Avast Business Antivirus
Web, File, Email, and Behaviour Shields work together to actively analyze 
suspicious activity, block malicious files, dangerous websites, and other 
threats. 
Protect against zero-day attacks

Identify critical vulnerabilities and easily deploy patches across all endpoints 
from one central dashboard



Avast Blog

https://blog.avast.com/avast-launches-free-
cybersecurity-training-quiz-for-smbs

Avast Academy

https://decoded.avast.io/

Avast Threat Labs

https://www.avast.com/c-academy

Avast Hack Check

https://www.avast.com/hackcheck/#pc



Q&A



Thank You


